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Algebraic signature algorithms with a hidden
group, based on hardness of solving systems

of quadratic equations

Nikolay A. Moldovyan

Abstract. A new-type algebraic digital signature schemes on non-commutative associa-
tive algebras are developed using technique of performing exponentiation operations in
a hidden group. The signature contains two elements: a randomization integer e and
a vector S. The used verification equations are characterized in multiple entries of the
signature element S. The post-quantum security of the introduced signature algorithms
is provided by the computational difficulty of solving a system of many quadratic equa-
tions in many variables, like in the public-key multivariate cryptosystems. However in
the former case the quadratic equations are set over the finite fields having the order of

significantly larger size.

1. Introduction

One of current challenges in the area of post-quantum cryptography reates
to the development of practical digital signature algorithms [15, 2]. Re-
cently [6, 10, 13| several signature schemes on finite non-commutative as-
sociative algebras (FNAAs) had been propsed. In that schemes, which are
based on computational complexity of so called hidden discrete logarithm
problem (HDLP), the exponentiation operations in a hidden group are per-
formed, when generating the public key and the signature. Since there is a
discrete logarithm problem, although in a hidden group, there are certain
difficulties in justifying post-quantum security. The latter are associated
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with the potential opportunity to find algebraic methods for reducing the
HDLP to the usual discrete logarithm problem that can be solved in poly-
nomial time on a quantum computer [4, 17].

Multivariate cryptography [3, 18] suggests various public-key cryptosys-
tems that are based on the hardness of solving systems of many quadratic
equations in many variables. The hypothetic quantum computer is not effi-
cient to solve the latter type problems, therefore the multivariate public-key
cryptographic algorithms are post-quantum. However, the maltivariate sig-
nature algorithms are not practical because of very large sizes of public and
seret keys.

The present paper introduces a new signature algorithms with a hidden
group in which the exponentiation operations are executed. However, the
proposed signature algorithm is not attributed to the HDLP-based cryp-
toschemes, since its security is based on the computational hardness of
solving the systems of many quadratic equations with many unknowns.

2. The used FNAAs

Suppose in a finite m-dimensional vector space over the field GF(p) an
additional operation, namely, the vector multiplication that is distributive
at the right and at the left relatively the addition operation, is defined.
Then one gets a finite m-dimensional algebra. Some algebra element (m-
dimensional vector) A can be denoted in the following two forms: A =

m—1
(ag,ai,...,am—1) and A = """ a;e;, where ag,a1,...,am—1 € GF(p) are
called coordinates; ey, €1, ... e,,_1 are basis vectors.

The vector multiplication operation of two m-dimensional vectors A and
B is defined as follows:

m—1m—1

AB = Z Z aibj(eiej),

i=0 j=0

where every of the products e;e; is to be replaced by a single-component
vector \eg, where A\ € GF(p), indicated in the cell at the intersection of
the ith row and jth column of so called basis vector multiplication table
(BVMT) like Tables 1 and 2. To define associative vector multiplication
operation the BVMT should define associative multiplication of all possible
triples of the basis vectors (e;, ej, e;) :

(eiej) er = e (ejey).



Algebraic signature algorithms with a hidden group 289

Table 1: The BVMT for defining the 4-dimensional FNAA (X # 1).

o (ST)) el €9 €3

€ | €0 €3 €y €3
el )\eg €] (S)) )\e1
€ | € €1 € €1
es )\eo es €p )\eg

In the developed signature algorithms, the FNAAs defined by Tables 1
and 2 are used as algebraic supports. The 4-dimensional FNAA had been
used earlier in [12] as algebraic support of a HDLP-based signature scheme.
This algebra contains the two-sided global unit

1 1 A 1
E_<1—/\’1—/\’)\—1’)\—1>'

A 4-dimensional vector A of the algebra, coordinates of which satisfy the
condition

apay # azas, (1)

is invertible, i.e., for a vector of such a kind there exists the vector A~! such
that the condition Ao A=' = A='o A = E holds true. If aga; = asas, then
the vector A is non-invertible.

The 6-dimensional FNAA is obtained as a particular case defined by the
unified method for constructing the FNAAs of arbitrary even dimensions,
which had been proposed in [5]. The used 6-dimensional FNAA contains the
global two-sided unit £ = (1,0,0,0,0,0). The scalar vectors have the form
(7,0,0,0,0,0), where j = 1,2,...p—1. A vector G = (9o, 91, 92, 3, g4, g5) is
invertible, if its coordinates satisfy the following invertibility condition [5]:

1
1((90 +92+91)> = X(g1 + g3+ g5)%) %

X (90— 92)% + (90 — 94)* + (92 — g4)* — (2)
—Ag1—93)° = A(g1—g5)* — Mgz — g5)°)> # 0.

Each of the used FNAAs contains sufficiently large number of commutative
groups of orders (p — 1)2, p?> — 1, and p(p — 1). The developed signature
schemes are not based on the HDLP, therefore, the existance of a prime
divisor of the order of the hidden group is not a strict requirement that is
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Table 2: The BVMT setting the used 6-dimensional FNAA (A # 0).

€ €1 €9 €3 €4 €5

€0 (ST)) (31 €9 €3 €y €5
e |er ey e; ey e3 Neo
€9 €9 €3 €y €5 (ST)) (S5
e3 |es dey e ey e; ey
(SY) (SY} €5 (STh) (S3] €9 €3
e; | e; deg e3 ey e ey

critical for providing security. However, to have possibility to reduce the
computational complexity of the signature generation procedure the used
FNAAs are defined over the ground finite field GF(p) with the prime order
p = 2¢+1, where ¢ is also a prime. In the case m = 4 (m = 6) it is supposed
to use the prime ¢ having the size 128 bits (96 bits).

In each of two developed signature algorithms selection of a commutative
hidden group is performed as generation of a random minimum generator
system <G, H>, which includes two mutually permutable vectors of the
same order equal to ¢, as follows:

1. Using the invertibility condition (1) in the case m = 4 or (2) in the
case m = 6, select at random an invertible vector R.

2. Compute the vector G/ = RPP+1),

3. If the vector G’ is a scalar vector, then go to stepl.

4. Select a random non-negative integer k (k < ¢) and generate a
primitive element o modulo p. Then compute the scalar vector L = aF
and the vector H' = G'*L.

5. Compute the vectors G = G'> and H = H'? each of which has order
q.

6. Output the pair of vectors <G, H> as a minimum generator system
of a hidden group possessing 2-dimensonal cyclicity and having order ¢.

3. The first signature scheme

The public key is generated as a set of four 4-dimensional vectors Y, Z, U,
and W as follows:

1. Generate at random a minimum generator system <G, H> of a
hidden group I'cg g~ of the order ¢*.
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2. Using the invertibility condition (1), generate random invertible vec-
tors A and B satisfying the following inequalities AB # BA, AG # GA,
and BG # GB. Then calculate the vectors A~! and B~

3. Generate random integers x1,z2 € GF(p) and calculate the vectors
Y, Z, U, and W as follows:

Y = AGB, Z=AG"'B;

3
U=AHB, W =AH*A" 3)

Since the size of the prime p equals to 129 bits, the size of public key is
equal to ~ 2064 bits (258 bytes). The integers x1, and 5 and the vectors G,
H, A= and B~ represent a private key having the size equal to ~ 2320 bits
( =~ 290 bytes).

Using the private key (a;l, x9, G, H, A1, B*I) and some specified 384-
bit hash-function f, one can generate a signature to the electronic document
M as follows:

The signature generation procedure.

1. Generate a random natural numbers k (k < ¢) and ¢ (¢t < g). Then

calculate the vector
R=AGFH!'A™

2. Compute the hash-function value e = ej||ez||es (the first signature
element), where || denotes the concatenation operation, from the document
M to which the vector R is concatenated: e = e1l||es||les = f (M, R), where
e1, ez, and e3 are 128-bit integers.

3. Calculate the integers n and u:

k — Iri1€eg€e3 — €3 N t— Io€o€3 — €1€3

n= mod q; u=

mod gq.
e3 + eies + ezes es + eres + eges

4. Calculate the second signature element S:
S=Blg"H"A™!.

The size of the output signature (e, S) is equal to ~ 900 bits (~ 113 bytes).
Computational difficulty w of the signature generation procedure is roughly
equal to four exponentiation operations in the 4-dimensional FNAA used
as algebraic support of the signature scheme, i. e., to w & 12, 288 multipli-
cations modulo a 129-bit prime. The verification of the signature (e, S) to
the document M is performed using the public key (Y, Z, U, W) as folows:

The signature verification procedure.



292 N. A. Moldovyan

1. Calculate the vector R’
R =(YS(US) (ZSW)*).

2. Compute the hash-function value €’ from the document M to which
the vector R’ is concatenated: ¢ = f (M, R’).

3. If ¢’ = e, then the signature is genuine. Otherwise reject the signa-
ture.

At the first step of the signature verification algorithm the computations
are performed in accordance with a verification equation with 3 entries of
the signature element S. The computational complexity w’ of the signature
verification procedure is roughly equal to three exponentiation operations in
the 4-dimensional FNAA used as algebraic support of the signature scheme,
i. e., we have w' &~ 9,216 multiplications modulo a 129-bit prime.

Correctness proof.

Taking into account that the vectors G and H are permutable and have
order ¢, one can show that the correctly computed signature (e, S) passes
the verification procedure as genuine signature:

R, = (YS (US)™ (ZSW)%)% =

= (AGBB G "H"A~' (AHBB 'G"H"A~1)*' x
% (AGmlBB—IGnHuA—lAHxQA_l)@)e:& _

= (AGG”I‘I“A_1 (AHG”H“A_l)el (AGmGnHqugA_l)m)es _

= (AGn+1HuA—1AH61(u+l)GelnA—1AGeQ(x1+n)H62(u+x2)A_l)eg _

(AG"+1+em+e2(m—’_n)Hu"'el(u+1)+e2(“+‘”2)A—1)63 o

— A@Gesntesteseintesea(zi+n) presuteser(utl)tesea(utaa) g—1 —

— AG“(€3+6163+62€3)+63+CL‘18263Hu(83+6163+6263)+6163+062€283A—1 —
k—xjegpez—es3

:AGW(€3+€153+€2@3)+€3+I16263X

t—xgegeg—ejeg
X H egtejegztegey

—AGFH'A =R = f(M,R)=f(MR) = ¢ =e.

(e3+ereszteze3)teies+raeses A-1 —

4. The second signature scheme

The public key is calculted as a set of three 6-dimensional vectors Y, Z,
and U in accordance with the public-key generation procedure of the first
signature scheme (see Section 3) with exception that at step 3 only the
following three vectors are computed:
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Y =AGB, Z=AG"B, U= AHB. (4)

Since in the case m = 6 we use a 97-bit (96-bit) prime p (prime ¢q) The
size of public key is equal to ~ 1746 bits (= 219 bytes). The integer z; and
the vectors G, H, A~', and B~! represent a private key having the size
equal to =~ 2424 bits (=~ 303 bytes).

Using the private key (:El, G, H, A B_l) and some specified 384-bit
hash-function f, one can generate a signature to the electronic document
M as follows:

The signature generation procedure.

1. Generate random natural numbers k (k < ¢) and ¢ (¢ < ¢). Then

calculate the vector
R=B'GFH'B.

2. Compute the hash-function value e = e ||ez||es||es (the first signature
element) from the document M to which the vector R is concatenated:
e = e1llez||es|les = f (M, R), where e, e2, e3, and ez are 96-bit integers.

3. Calculate the integers n and u:

k—eqs —ejeq — 10364 t — egey

n = mod q; u = mod q.
€164 + €e2e4 + €364 + €4 €14 + €e2e4 + €364 + €4

4. Calculate the second signature element S:
S=DB'G"H"A™".

The size of the output signature (e, S) is equal to &~ 966 bits (~ 121 bytes).
Computational difficulty w of the signature generation procedure is roughly
equal to four exponentiation operations in the 6-dimensional FNAA used
as algebraic support of the signature scheme, i. e., w ~ 20,736 multipli-
cations modulo a 97-bit prime or w ~ 11,720 multiplications modulo a
129-bit prime. The verification of the signature (e, S) to the document M
is performed using the public key (Y, Z,U) as folows:

The signature verification procedure.

1. Calculate the vector R':

R = ((SY) S (US)® (Z8)* V).

2. Compute the hash-function value €’ from the document M to which
the vector R’ is concatenated: ¢/ = f (M, R').
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3. If ¢/ = e, then the signature is genuine. Otherwise reject the signa-
ture.

At the first step of the signature verification algorithm the computations
are performed in accordance with a verification equation with 4 entries of
the signature element S. The computational complexity w’ of the signature
verification procedure is roughly equal to four exponentiation operations in
the 6-dimensional FNAA used as algebraic support of the signature scheme,
i. e., we have w' = 20,736 multiplications modulo a 97-bit prime or w’ ~
11, 720 multiplications modulo a 129-bit prime.

Correctness proof.

Taking into account that the vectors G and H are permutable and have
order ¢, one can show that the correctly computed signature (e, S) passes
the verification procedure as genuine signature:

R, = ((SY)* S(US)? (ZS)®Y)™ =
= ((B7'G"H"A™YAGB)" B"'\G"H"A™' (AHBB~'G"H"A™1)” x
x (AG""BB1G"H"A™1)* AGB)™ =
= ((BflG"H“GB)61 B7lG"H"A™! (AHG"HWFl)62 X
x (AGm'G"H"A™1) AGB)™ =
_ (B—lGel(n—H)HeanHuHeg(H-n)GegnA—lAGeg(xl-i—n)H63uGB)e4 —
_ (BflGel(n+1)+n+62n+63(x1+n)+1H61u+u+62(1+n)+63uB) €4 _
— B-lGeaei(ntl)+eanteseanteses(zi+n)tes fresciutesuteser(l4n)tesesup

— B-1l@gn(eieatesesteseates)teaterestesesnt frulereatesesteseates)tesea g —

k—eq—ejeq—x1egzey

— B lGereatezeategestes (e1estezestesestes)testerestesesxy %

t—egey
X JH e1eatesegtegeqtey

=B 'GFH'B=R = f(M,R)=f(MR) = € =e.

(erea+ezestezes+eq)+ezeq B—

5.Disscussion

In each of the two introduced signature algorithms with a hidden group, the
used exponentiation operations are a part of the technique that provides
possibility (when using the private key) to compute the randomization vec-
tor R and the signature element S that satisfy the verification equation. It
can be noted that the knowledge of the x1 and x9 values does not make
it possible to develop a polynomial algorithm for computing a signature
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until the secret vectors G and H are also known. Actually, the values
and xo are used only to select some random vectors from the hidden group
and to reduce the computational complexity of the signature generation
procedure. It is easy to show that using a precomputed large set of the
vectors contained in the group I'c¢ > allows one to compute the public
key, for example, in the first signature algorithm in the form of four vec-
tors Y = AG1B, Z = AG2B, U = AG3B, and W = AG4A™!, where
G1,G2,G3,Gy € I'cq > are random vectors selected from the said set
of pairwise permutable vectors. For this method of generating a public
key, a modified signature generation procedure (computational complex-
ity of which is roughly equal to eight exponentiation operations) can be
used , while the source signature verification procedure is saved. Thus, the
developed sihnature algorithms with a hidden group are not HDLP-based
schemes.

We suppose that the most efficient attack on the proposed first algorithm
is to find the vectors A’, B’, G1, G2, G3, and G4 which express the public-
key in the form of formulas (3). The formulas (3) define the following system
of seven quadratic vector equations with the said six unknowns:

A~Y =GB, A7'Z=GyB; A'U=G3B, WA '=A4G,
G1Go = GaGy, G1Gs = G3Gy, G1Gy = G4Gy.

(5)
The last three vector equations in (5) reflect the requirement of pairwise
permutability of the vectors Gy, G2,Gs, and G4. Thus we have a system
of 7 quadratic vector equations with 6 unknowns. The system (5) reduces
to the system of 28 equations with 24 unknowns over the field GF(p) of
129-bit order.

A similar attack on the second proposed signature algorithm leads to
the system of 5 quadratic vector equations with 5 unknowns, which reduces
to the system of 30 quadratic equations with 30 unknowns, which is set over
the field GF(p) of 97-bit order.

From the multivariate cryptography [1, 3, 18| it is known that find-
ing a solution of such systems is a computationally hard problem and the
quantum computer is not efficient to solve it. Like the multivariate public-
key cryptosystems, the developed algorithms are attributed to the post-
quantum signature schemes. The latter represent significant practical in-
terest due to significantly lower sizes of the public key, private key, and
signature. A merit of the introduced algorithms is a significantly higher
order of the finite field over which the system of quadratic equations is set.
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Table 3: Comparison of the proposed and known multivariate signature
schemes.

Signature signature | public-key
scheme size, size, n P w
bytes bytes

[18] — — 27 27 216

Rainbow [1] 33 16,065 27 33 28
Rainbow [16] 66... | >150,000... [ 64... | 96... | 24,31,

(3 versions) 204 >1,900,000 128 204 28

QUARTZ [3] 16 72,704 100 107 24
Proposed (m = 4) 160 768 28 24 | >21%
Proposed (m = 6) 112 576 30 30 >2%

Table 3 (where n (p) is the number of equations (unknowns) in the system
of quadratic equations; w is the order of the finite field) provides some com-
parison of the introduced post-quantum signature algorithms with some
multivariate sinature algorithms. Table 4, where a procedure execution
time* is estimated in multiplications in GF'(p) with 129-bit characteristic,
compares the introduced signature algorithms with some HDLP-base ones.

6. Conclusion

The proposed two post-quantum signature algorithms, using FNAAs as
algebraic support, can be attributed to the cryptoschemes with a hidden
group and to the multivariate public key cryptosystems, however not to
the HDLP-based signature algorithms. For the first time it is proposed a
method for development of the signature schemes on FNAAs, which are
based on the computational difficulty of solving systems of many quadratic
equations with many unknowns. The introduced post-quantum signature
algorithms are more practical than the known multivariate signature algo-
rithms and can serve as an attractive starting point for preparing a new
proposal for participating in the NIST competition on developing a stan-
dard on a post-quantum signature algorithm (NIST is going to consider new
proposals at the fourth round of its competition [14]).
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Table 4: Comparison of the proposed and known HDLP-based signature

schemes.
Signature signature | public-key | signature signature
scheme size, size, generation | verification
bytes bytes time* time*

[7] 96 384 ~ 49,200 | =~ 36,800

9] 96 384 ~ 12,400 | = 24,800
8] 192 768 ~ 221,200 | =~ 221,200
[11] 96 576 ~ 221,200 | ~ 165,900

Proposed (m = 4) 113 290 ~ 12,288 ~ 9,216
Proposed (m = 6) 121 219 R~ 27,648 | =~ 13,824
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